
ATHOC SELF-SERVICE LOGIN INSTRUCTIONS (PRODUCTION) 

 

DIA deployed the ATHOC alert notification system that will primarily be used to 

rapidly and effectively alert DIA personnel about emergencies or incidents that 

affect one’s duty location.  The system will be referred to as the ‘DIA Alert Self-

Service system’ from this point forward. 

Listed below are the steps to login to the DIA Alert Self-Service system.  This site 

allows alert recipients to update their profile so they can receive alerts across 

different platforms.  The login steps can vary slightly depending where a user logs 

in (government facility, vendor facility, home), type of computer used (Mac, PC), 

and browser selected (Chrome, Internet Explorer, Edge, Safari).   

Pre-Requisites:   

1. You must have a DIA issued CAC card that works on NIPRNet. 

2. The DIA Alert Self-Service system is best used with Chrome.  It can also be 

used with Internet Explorer, Edge and Safari. 

3. The DIA Alert Self-Service system cannot be used with Firefox. 

4. All users accessing the DIA Alert Self-Service system must have the following 

certificates installed on their local machine.   

o Intermediate Certification Authorities should contain  DOD SW CA-53 
o Trusted Root Certification Authorities should contain DoD Root CA 3 

 

If the above certificates are not installed on the local machine, users will not be 

prompted for their CAC credentials after hitting the URL in Step 1.  Chrome users 

will see an error similar to the one below - while Internet Explorer, Edge, and 

Safari users will see something slightly different.  In this particular situation, the 

user is unable to access the DIA Alert Self-Service system and should proceed to 

the bottom of this document and follow the procedures to install the latest 

Windows or Mac client certificates. 

 



 

 

Step 1: Open your browser and go to the following URL:  

https://athoc.dodiis.mil/SelfService/dia 

 

Step 2:  You should be prompted to select a CAC certificate.   Select your PIV-

Auth certificate (a.k.a. Authentication certificate) and click OK.  If you are at a DIA 

facility, this should be the certificate you used to log into your workstation.  If you 

are not at a DIA facility, you might need to follow the instructions below to 

identify the PIV-Auth certificate.   

https://athoc.dodiis.mil/SelfService/dia


 

 

Note:  Most DoDIIS NIPRNet users will have migrated to their PIV-Auth certificate 

when attempting to access the DIA Alert Management system.  However, there is 

a slight chance that you will attempt to access the DIA Alert Management system 

prior to your migration.  In this scenario, try your ‘Email’ certificate and proceed to 

the steps below.  You will be notified of your migration to the PIV-Auth certificate 

through DoDIIS email similar to below. 

Dear Customer, 

On Wednesday, August 26, 2020 at 12:00 AM EST, you will be 

transitioned to PIV  logon for your NIPRNet account d145995. 

After this time, you will need to select the certificate 

containing the text 124589 519197005@mil  when logging in.  

     

To ensure you experience a smooth transition, please ensure 

that you are logged out of your DoDIIS NIPRNET workstation 

prior to Wednesday, August 26, 2020 at 12:00 AM EST .  For more 

information, please visit the CAC Modernization  page.  

 

How to Identify your PIV-Auth certificate 

To find out which certificate is your PIV-Auth certificate, you will need to be 

able to distinguish between the various certificates available for 

authentication when prompted in order to select the correct certificate for 

a given site. The instructions that follow describe how to identify your PIV-

Auth certificate in common browser certificate prompts.   

 
 

https://intelshare.intelink.gov/sites/DIA-CIO/SitePages/cacmodernization.aspx


Internet Explorer (IE) & Edge - PIV-Auth Certificate 

In Windows IE and Edge browsers, the PIV-Auth certificate can usually be 
identified directly within the Windows certificate prompt. If the PIV-Auth is 
not easily identifiable as the default certificate displayed, click More 
choices.  

 

On workstations running ActiveClient, the PIV-Auth certificate will be 
displayed as:  

 



Chrome – PIV-Auth Certificate 

Chrome does not allow users to easily distinguish between certificates in 
the main certificate prompt. However, the certificates can be uniquely 
identified by serial number within the main prompt. As a result, users can 
initially perform additional steps to determine which serial number 
corresponds to their PIV-Auth certificate and make a note of that serial 
number for use going forward. 

PIV-Auth certificates have the following characteristics that can be used to 
distinguish them from other authentication certificates on the CAC: 

a. Are issued from DOD ID CAs (not EMAIL CAs) This differentiates the 
PIV-Auth certificate from the Email Signature certificate.  
 

b. Contain Subject Alternative Name (SAN) and Extended/Enhanced Key 
Usage (EKU) extensions This differentiates the PIV-Auth certificate 
from the ID certificate.  

 

1. From the main certificate prompt, select the first DoD ID CA-issued 
certificate and click Certificate information to view the certificate.  
 

 

 

2. In the certificate display, look for "Smart Card Logon" in the list of 
certificate purposes: this will be present in the PIV-Auth certificate but not 
the ID certificate.  



Note:  The inclusion of the numerical string 2.16.840.1.101.3.2.1.3.13 in this 
list is also unique to the PIV-Auth certificate.  Each person will have a unique 
numerical string like this in their PIV-Auth certificate. 
 

 

 

3. If the first certificate does not include that purpose, repeat the process in 
step 1 but select the second DoD ID CA-issued certificate.  

4. Make a note of the serial number of the certificate that contains the "Smart 
Card Logon" purpose for easy future selection.  

 
MacOS – PIV-Auth Certificate 

MacOS does not allow users to easily distinguish between certificates in the 
main certificate prompt. In order to identify the PIV-Auth certificate, users 
must view certificate details. 

1. From the main certificate prompt, select the first DoD ID CA-issued 
certificate and click Show Certificate to view the certificate.  



 

 

 

2. Look for the Subject Alternative Name extension containing an NT Principal 

Name value of 16 digits @mil. This is the PIV-Auth certificate.  
 

 

 
 

 

Step 3:  Once the PIV-Auth certificate is selected, enter your CAC pin and click 

OK. 

 

Step 4:  You will be routed to the ‘U.S. Government’ authorization screen where 

you will click Agree.   



 

 

Step 5:  If you selected the correct certificate you will be taken into the DIA Alert 

Self-Service system.  Proced to step 6.   

 

Note: If an incorrect certificate was selected, you will be routed to one of the 

screens shown below.  At this point, you should clear your browser cache, 

shutdown your browser, re-open a new browser, and exectue steps 1 and 2 again.  

Be sure to carefully follow the procedures to select your PIV-Auth certificate when 

attempting to login. 

 

 



 

 

 

Step 6:  Once you are in the application select the My Profile tab across the top 

of the page. 

 

 

 

 

 

 

 

 



Step 7:  Click the Edit button on the top right of the screen to update your 

profile. 

 

 

 

Step 8:  Update your profile to receive alert notifications to your email, phone, 

and text messaging device.  You can also enter your work location to receive 

location based alerts.  Click Save at the top right of the page when you’re finished 

updating your profile.   

 

 

 

 

 

 

 



DOD Certificates Installation Guide for Windows OS  

 
Step 1:  Go to this website to do a fresh install of the latest DoD 
certificates:  https://public.cyber.mil/pki-pke/end-users/getting-started 

 
Step 2:  Expand the Windows section. 

 
 

Step 3:  Assuming you have a CAC Reader you can skip step 1.  You can also skip 

number 2.    

 

Step 4:  Execute number 3. 

a. Most people have a 64-bit machine at home and have administrative 

rights on their own machine.  If this is the case, click on the 64-bit 

hyperlink and proceed.  MOST PEOPLE WILL SELECT THIS OPTION. 

b. If you have an older machine at home, you have to install the 32-bit 

version.  If this is the case, click on the 32-bit link and proceed. 

c. If for some reason you do not have administrative access on your own 

machine, click on the Non-Administrator hyperlink and proceed. 

 

Step 5:  Execute number 4.  Click on the “Pick your browser” hyperlink and follow 

the set of instructions for IE and Chrome.   

 

 

 

 

https://public.cyber.mil/pki-pke/end-users/getting-started


DOD Certificates Installation Guide for MAC OS  
 

Step 1:  Go to this website to do a fresh install of the latest DoD 
certificates:  https://public.cyber.mil/pki-pke/end-users/getting-started 

 
Step 2:  Expand the MAC section. 

 
 

Step 3:  Assuming you have a CAC Reader you can skip number 1.   

 

Step 4:  Execute number 2. 

 

Step 5:  Execute number 4 to configure Chrome and Safari.   

 

https://public.cyber.mil/pki-pke/end-users/getting-started

